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Abstract 
This paper summarizes the early stages of research into methodologies for understanding the governing principles in systems of 
systems.  An approach is suggested utilizing computational intelligence, agent based modeling, and wireless ad hoc network 
simulation as a computational testbed for exploring the generalized dynamics of complex adaptive systems.  Utilizing a standard 
802.11 ad hoc protocol set, the network can be understood in terms of its capabilities and limitations.  Agent based modeling 
facilitates the individual autonomy aspect of system of systems participants and is responsible for determining how a node will 
use the 802.11 protocol.  Evolutionary algorithms can be used to evolve the protocol usage strategies of the individuals.  It is 
proposed that the evolutionary algorithm and agent based model provide the flexibility and autonomy needed to simulate a 
representative system of systems while the clear definition of the 802.11 protocol provides a framework for the experiment. 
 
© 2011 Published by Elsevier B.V. 
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1. Introduction 
Systems continue to grow in scale and complexity.  The most recent manifestation of this trend is the increased 
emphasis on combining individual systems into a system of systems (SoS).  The motivation behind a SoS is the 
desire to achieve synergy between independent systems and thereby provide capability not achievable from any of 
the individual systems alone (Jamshidi 2009).  There is no single definition for a SoS, but one popular definition is: 
“A system of systems is a collection of systems exhibiting operational and managerial autonomy, spatial 
distribution, emergent behavior, and evolutionary refinement (Jamshidi 2005)”. 
It is suggested that connectivity among systems is responsible for the creation of a SoS and that the principle 
interaction is information exchange over a data communications network (Cloutier, Dimario, and Polzer 2009).  As 
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a result of this attribute, SoS are frequently referred to as “net-centric” systems.  The term “net-centric” is derived 
from its first appearance as “network-centric warfare” in Alberts, Garstka, and Stein (1999).  Net-centricity can be 
further augmented through the establishment of complex adaptive systems.  The active role of resource discovery 
and binding algorithms allows participating systems to self-organize in response to changing environmental 
conditions.  Complexity and adaptation produce many emergent system characteristics.  These emergent properties 
are responsible for the vast potential of a SoS, but also make the design and control of SoS performance very 
difficult to address.  According to Wells and Sage (2009), “there is much work to be done to fully interrelate 
complex adaptive system concepts with the engineering of a system of systems”.  
2. Background – Emergence and the Motivation of Individuals 
The traditional system design approach is one of fulfilling user needs and requirements through verified 
compliance with allocated specifications.  Compliance is determined in accordance with system Test and Evaluation 
Master Plans.  A concern with the current approach is that the null hypothesis is one of compliance.  The system is 
only tested against what it is designed to do, not the near-infinite number of things it is not supposed to do.  
Emergence resulting from complexity makes validation of specified requirements insufficient to fully characterize 
the SoS.  Bar-Yam (2004) suggests there are two uses of the word emergence.  The first accounts for properties of a 
system not described by properties of the parts.  The second suggests temporal evolution of the system itself from 
previous systems or constituent parts.  White (2007) offers a definition of emergence as “something unexpected in 
the collective behavior of an entity within its environment, not attributable to any subset of its parts”. 
It is understood that emergent behavior occurs because of interactions between subsystem elements, between 
entire systems, and between the systems and the environment.  The issue of emergence is compounded in a system 
of systems where each participant is responsible for achieving its own agenda in addition to contributing to the 
capabilities of the collective.  By adding humans to the SoS, the participating systems begin to exhibit motives.  
These motives are complex and adaptive thereby presenting a significant challenge to SoS designers. 
One must interpret a SoS as a framework within which any number of current or future elements can interact.  
The architecture of the SoS establishes the rules of engagement, not the mission or intent of an individual user.  SoS 
participants exhibit tendencies along a spectrum of sociological attitudes.  This is illustrated in Figure 1. 
Figure 1. Spectrum of Individual Motivations. 
Hostile intentions can be exhibited toward specific individuals or toward the collective.  This translates into a 
SoS participant actively seeking retribution against another participant or seeking to disturb the functionality of the 
SoS entirely.  Selfish individuals pursue the most efficient realization of their goals without regard for their impact 
on others.  Whereas hostile entities seek damage to others as a motivational goal, selfish entities do not explicitly 
pursue it.  Utopian participants are those who place the operation of the collective system of systems ahead of their 
individual goals.  They operate within the letter and intent of the governing rule set without trying to identify or 
exploit loopholes in the protocol.  Most system architects assume that SoS participants will exhibit this nominal 
behavior.  Deviation from this operational strategy frequently leads to complications and disturbances in the system. 
3. Methodology – Elements of the Approach 
This section provides an introduction to the elements of the proposed approach.   It is beyond the scope of this 
paper to provide an in-depth treatment on any one topic.  Instead, a functional description is provided to illuminate 
the role of the element in contributing to the research goal: understanding the dynamics of systems of systems. 
3.1. Agent Based Modeling 
Agent Based Modeling (ABM) relies on the creation and execution of an agent in an environmental context.  An 
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agent is a discrete entity possessing its own goals, motivations and behaviors.  For the agent to affect its 
environment, it must also have the autonomy and authority to pursue those motives and to adapt its behaviors as 
necessary.  To facilitate behavior, the agents must obey a set of pre-defined rules, or protocols, for interacting with 
each other and with the environment.  Agent based modeling is a bottom-up approach to modeling complex 
processes in the hopes of producing representative group behavior from principle interactions.  Of specific interest is 
the goal of predicting emergent behaviors in a system or group dynamics (DeLaurentis 2009).  Agent models can be 
arbitrarily simple or complex.  According to Getchell (2008), the art of this approach is including enough 
complexity to capture the dynamics of the system while retaining enough simplicity to effectively codify and 
execute the model.  A number of ABM tools and frameworks are presented in Macal and North (2006). 
3.2. Evolutionary Algorithms 
One form of evolutionary algorithm is the genetic algorithm (GA).  A genetic algorithm is a stochastic 
optimization process modeled on biological evolution.  Much of the modern work on population-based evolution is 
founded on the work of Holland (1975). According to Mitchell (1998), there is no agreed-upon definition of a GA, 
however, most GAs have a number of common elements. The first is a population of individuals. The chromosomes 
are a representation of an individual solution within a search space. The second feature is a competitive selection of 
individuals according to a predefined fitness function. Thirdly, a crossover mechanism is used to generate new 
individuals from the selection of fittest parents. Finally, a mutation operator is employed to inject minute alterations 
into random chromosomes in order to prevent convergence on a local optimum within the search space. 
3.3. Wireless Network Testbed 
As described earlier, a key attribute of a SoS is the exchange of data across a communications network.  This 
network facilitates both the physical and the logical connections and interactions between SoS participants.  A data 
exchange standard must be established and published so that each current and future node can participate.  Many 
issues regarding openness, security, information assurance, standardization, performance, stability, and power 
consumption must be considered when designing the data exchange network. 
For the purposes of creating a SoS testbed, the use of a commercial standard protocol is suggested so as to focus 
on the interaction between network participants without worrying about the sufficiency of a custom-defined 
protocol.  The IEEE 802.11 standard specifies the physical layer characteristics in terms of bandwidth allocation, 
spread spectrum approach and modulation technique.  The logical interface is also specified in the form of medium 
access control (MAC) protocols for the 802.11 network.  The network component of this experimental approach 
could be substituted with another wired or wireless standard.  
3.4. An Overview of the Proposed Experimental Framework 
Wireless ad hoc network architecture provides the foundational net-centric capability for the proposed analysis 
testbed.  Utilizing a standard 802.11 ad hoc protocol set, the network can be understood in terms of its specific 
capabilities and limitations.  Agent based modeling facilitates the individual autonomy aspect of SoS participants 
and is responsible for determining how a node will use the 802.11 protocol.  Evolutionary algorithms can be used to 
evolve the protocol usage strategies of the individual nodes.  It is proposed that the evolutionary algorithm and agent 
based model provide the flexibility and autonomy needed to simulate an actual SoS while the clear definition of the 
802.11 protocol provides a tangible framework within which to conduct the experiment.  A graphical description of 
the approach is provided in Figure 2. 
 
 
 
 
 
Figure 2. Operational View of the Proposed SoS Characterization Testbed. 
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Two levels of information can be gathered from this approach.  This first is a direct observation of the loopholes 
and vulnerabilities of a specific protocol standard.  These frequently arise from what a protocol fails to specify 
rather than what it actually does specify.  The second is an observation of the generalized behavior of systems of 
systems.  This level of observation is really network independent since the evolution of the node behaviors and the 
quality attributes of the SoS environment are of primary interest.  Node motivations and goals are network agnostic, 
but the behavioral strategy a node employs will depend on the specific network protocol control messages. 
4. Discussion – Implementation Scenarios 
The previous section described the elements of the proposed approach and clarified the operational concept as 
presented in Figure 2.  This section continues the discussion by illustrating some specific scenarios using these tools 
with the goal of exposing SoS behavioral dynamics.  The experimental approach assumes the existence of a network 
simulation tool or physical testbed.  The 802.11 PHY and MAC protocols should be known to the agents, but the 
employment of the protocol commands must be entirely flexible.  In effect, this makes each node capable of 
complying with or violating proper protocol.  This freedom lies at the heart of the evolution of a behavioral strategy 
resulting from an underlying motivation.  Participating agents can assume almost any operational strategy as a result 
of their underlying motivation in the context of a net-centric environment.  A few examples are presented in Table 1. 
Table 1. Operational Strategies and Underlying Motivations 
Strategy Possible Motivation Example 
Block another agent from fulfilling its goals Hostility, subversion, or revenge Radio frequency jamming or denial of service 
Maximize point-to-point transfer rate Selfishness in accomplishing own goals Block shared access to network resources 
Broadcast maximum content to many users Selfishness and self-importance Multicast file distribution  
Sacrifice resource allocations Benevolence Low priority or background tasking 
Nominal behavior Compliance with intended resources usage Routine network activity 
 
Inspiration for the various strategies and behaviors can be drawn from existing knowledge of the Internet user 
community.  Of special interest is the body of literature regarding network security and information assurance.  A 
system level view of network operation must consider all the layers of node interaction.  These are roughly 
analogous the OSI layered network model (ISO/IEC 7498-1 1994).  It must be considered that agent behavior can be 
modified at any level of the OSI model.  This establishes an action-reaction relationship that affects both the pursuit 
of the current node’s goals and the goals of the other SoS agents. 
4.1. The Experimental Process Flow and Example Scenarios 
The experiment begins by randomly selecting a number of participating agents and assigning to them a set of 
motivational attributes.  These attributes include the performance goals and the behavioral disposition of the agent.  
These initial assignments characterize the starting state of the network and seed the evolution that follows.  In the 
subsequent evolution, the number of agents and their motivations remain constant, but the strategy they employ is 
allowed to change.  This process is illustrated in Figure 3. 
 
 
 
 
 
 
 
 
Figure 3. Experimental Flow. 
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The behavioral strategy is described by the 802.11 protocol usage rules that are employed by an agent.  These 
need not necessarily comply with the specified 802.11 standard usage.  The PHY access modulation and the MAC 
flow control commands should be viewed as elemental building blocks from which the strategy is built.  In some 
cases, the violation of protocol will result in poor performance.  In other instances, the creative usage of protocol 
elements will enhance the goals of the agent.  The performance will be determined by the network simulation 
metrics and form the basis of the fitness assessment for a strategy.  A few specific scenarios are now presented. 
4.1.1. Physical Layer Manipulation 
According to the Federal Communications Commission, interference is any unwanted radio frequency signal that 
disturbs the intended use of electronic systems (FCC 2008).  The first two behavioral strategies consider intentional 
manipulation of the physical layer.  The approaches differ based on the underlying motivation of the agent. 
The first scenario considers selfishly motivated interference through the use of unauthorized transmit power 
levels.  This strategy addresses an agent’s goal to maximize access to network resources.  A node wishing to 
increase its single hop transmission range or overwhelm weaker transmissions can violate dictated power control 
schemes or exceed specified maximum transmitted power levels.  The problem is manifested in a condition that is 
analogous to the near-far problem presented in Mohammed (1993).  To create this condition, the network simulator 
would need to allow the specification of individual transmitted power levels in the path loss calculation.  
The second scenario considers a special form of interference referred to as jamming.  Adamy (2001) suggests that 
the purpose of jamming is to disturb the effective use of the electromagnetic spectrum.  Jamming can be classified as 
intentional interference.  It is hard to imagine a node achieving meaningful data transfer while engaging in active 
jamming, thus this behavioral strategy may be motivated by hostility, subversion, or retribution. 
4.1.2. Data Link Layer Manipulation 
Data link layer manipulation scenarios require that participating agents be able to formulate network 
transmissions using the MAC control and routing request messages.  A number of manipulation scenarios have been 
studied by the network security community.  A few of these scenarios are considered herein from the perspective of 
agent motives and behavioral strategies in the SoS.  The control messages of interest include the Route Request 
(RREQ), Route Reply (RREP), Request to Send (RTS), Clear to Send (CTS), and Acknowledgement (ACK). 
Rachedi and Benslimane (2008) and Hamieh and Othman (2009) present specific hidden vulnerabilities in the 
802.11 MAC layer which could be used by agents to modify network performance.  The vulnerability, and thus the 
opportunity for emergent behavior, resides in the format of the CTS and ACK messages.  These two messages do 
not contain the source address in the packet information and the receiving node is thus left to assume that the 
packets originated from the node that was contacted via RTS or DATA messages (Rachedi and Benslimane 2008).  
However, any node observing the transmission of a RTS or DATA message can violate accepted protocol and 
respond with a CTS or ACK message.  This nuance can be used by hostile nodes to disrupt normal network traffic or 
to force simultaneous data transfers.  A false CTS packet from a hostile node could be an energy efficient way to 
persuade a neighboring node to conduct “jamming” on its behalf thus saving its own resources. 
Ad hoc networks offer an additional opportunity for exploitation.  Network topology can be constantly changing 
and thus a dynamic routing mechanism is required.  The RREQ and RREP messages can be jammed to prevent 
connections from being established.   Lazos, Liu, and Krunz (2009) further discuss the impacts of RREQ message 
manipulation on network topology and functionality. It may be possible to subvert other nodes or selfishly enhance 
own node performance by altering the flow of network traffic by partitioning or bottlenecking the network grid.  
5. Conclusions 
The proposed methodology allows for the examination of SoS behavior in the context of an 802.11 ad hoc 
network from an elemental perspective.  This is to say that the network protocols are described and used as 
individual commands, not as a functional package.  While the proposed approach is intended to expose 
unanticipated behaviors in the SoS, the amount of agent innovation is fundamentally limited by the amount of 
freedom allowed in the behavioral strategies.  In other words, by defining network architecture at the elemental 
level, any combination of behaviors may be possible.  By describing groups of behavior such as the joint RTS-CTS 
function, the nodes lose the ability to explore the nuances of the message format. 
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The architecture of the network is the rule set for exchanging packets.  While every node is free to ignore the 
protocol rule set altogether, it is expected that this type of behavior will result in the inability to realize the goals of 
the agents.  By allowing nodes the freedom to follow, modify, or ignore the rule set, architectural robustness, 
resilience, and emergence can be investigated. Emergence can be explored by characterizing patterns in network 
performance that occur as a result of various operational conditions.  These patterns will provide insight into 
fundamental elements of the protocol specification that may be unintended or under-defined. 
While the focus of this paper has been on the physical and link layers, the same experimental methodology could 
be applied to network and application layers as well.  A number of emerging challenges related to network traffic 
patterns and applications in IP networks are discussed by Yoo (2010).  It is particularly interesting to note how one 
application’s attempt to optimize performance may comprise fundamental network mechanisms such as congestion 
control.  This is exactly the type of phenomenon that the proposed methodology seeks to address. 
System design is typically approached from an optimistic perspective.  It is assumed that users and operational 
conditions support the intended operation of the system.  By simulating system performance using individually 
motivated SoS participants, designers will get a better understanding of what the actual performance may look like.  
A system simulation takes longer as more degrees of freedom are included.  Oversimplification, however, can lead 
to misleading and misrepresentative predictions of system performance.  By using an approach as proposed in this 
paper, SoS experimentation can be conducted in a scalable and controllable manner. 
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